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In nontechnical language and engaging style, 10 Don’ts on Your Digital Devices explains to non-techie users
of PCs and handheld devices exactly what to do and what not to do to protect their digital data from security
and privacy threats at home, at work, and on the road. These include chronic threats such as malware and
phishing attacks and emerging threats that exploit cloud?based storage and mobile apps.

It’s a wonderful thing to be able to use any of your cloud-synced assortment of desktop, portable, mobile,
and wearable computing devices to work from home, shop at work, pay in a store, do your banking from a
coffee shop, submit your tax returns from the airport, or post your selfies from the Oscars. But with this new
world of connectivity and convenience comes a host of new perils for the lazy, the greedy, the unwary, and
the ignorant. The 10 Don’ts can’t do much for the lazy and the greedy, but they can save the unwary and the
ignorant a world of trouble.

10 Don’ts employs personal anecdotes and major news stories to illustrate what can—and all too often
does—happen when users are careless with their devices and data. Each chapter describes a common type of
blunder (one of the 10 Don’ts), reveals how it opens a particular port of entry to predatory incursions and
privacy invasions, and details all the unpleasant consequences that may come from doing a Don’t. The
chapter then shows you how to diagnose and fix the resulting problems, how to undo or mitigate their costs,
and how to protect against repetitions with specific software defenses and behavioral changes.

Through ten vignettes told in accessible language and illustrated with helpful screenshots, 10 Don’ts teaches
non-technical readers ten key lessons for protecting your digital security and privacy with the same care you
reflexively give to your physical security and privacy, so that you don’t get phished, give up your password,
get lost in the cloud, look for a free lunch, do secure things from insecure places, let the snoops in, be
careless when going mobile, use dinosaurs, or forget the physical—in short, so that you don’t trust anyone
over…anything.

Non-techie readers are not unsophisticated readers. They spend much of their waking lives on their devices
and are bombarded with and alarmed by news stories of unimaginably huge data breaches, unimaginably
sophisticated "advanced persistent threat" activities by criminal organizations and hostile nation-states, and
unimaginably intrusive clandestine mass electronic surveillance and data mining sweeps by corporations,
data brokers, and the various intelligence and law enforcement arms of our own governments. The authors
lift the veil on these shadowy realms, show how the little guy is affected, and what individuals can do to
shield themselves from big predators and snoops.

What you’ll learn

After reading 10 Don’ts, you will understand how to:



detect and report phishing scams●

choose better passwords and how to manage and safeguard all of them●

use cloud?based storage services more safely●

shield your data from the prying eyes of government agencies, data brokers, corporations, and criminals●

steer through the risks of public wireless network, shared computers, and obsolete devices●

select and configure apps for your mobile devices without unknowingly compromising your privacy and●

security
lock, safeguard, and erase your physical devices●

Who this book is for

The primary target audience for 10 Don’ts is just about everybody—namely, non-techie individuals who
routinely use computers, smartphones, and tablets in their daily lives but who are nagged by persistent worry
that they are exposing themselves to personal insecurity, intrusive surveillance, and criminal violation. The
secondary readerships for this book include employees of small businesses lacking dedicated IT specialists,
whose owners want to give their workers a short and entertaining book to reduce the risk of business loss
from unsafe practices; households with multigenerational users, ranging from incautious teenagers to gullible
grandparents; and private and public professionals who curate third-party personal data and are liable to
litigation or discipline if data is stolen or otherwise compromised.
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From reader reviews:

Gale Taylor:

What do you think of book? It is just for students since they are still students or that for all people in the
world, what best subject for that? Only you can be answered for that problem above. Every person has
different personality and hobby for every single other. Don't to be pushed someone or something that they
don't desire do that. You must know how great along with important the book 10 Don'ts on Your Digital
Devices: The Non-Techie's Survival Guide to Cyber Security and Privacy. All type of book is it possible to
see on many solutions. You can look for the internet resources or other social media.

Stephen Galvan:

As people who live in the actual modest era should be revise about what going on or facts even knowledge to
make all of them keep up with the era which is always change and make progress. Some of you maybe will
update themselves by studying books. It is a good choice to suit your needs but the problems coming to a
person is you don't know which you should start with. This 10 Don'ts on Your Digital Devices: The Non-
Techie's Survival Guide to Cyber Security and Privacy is our recommendation to cause you to keep up with
the world. Why, because book serves what you want and wish in this era.

Evan Miller:

Playing with family in the park, coming to see the sea world or hanging out with friends is thing that usually
you have done when you have spare time, then why you don't try point that really opposite from that. One
activity that make you not feeling tired but still relaxing, trilling like on roller coaster you are ride on and
with addition of information. Even you love 10 Don'ts on Your Digital Devices: The Non-Techie's Survival
Guide to Cyber Security and Privacy, you may enjoy both. It is excellent combination right, you still desire
to miss it? What kind of hang type is it? Oh can happen its mind hangout fellas. What? Still don't understand
it, oh come on its known as reading friends.

Keith Robertson:

It is possible to spend your free time you just read this book this reserve. This 10 Don'ts on Your Digital
Devices: The Non-Techie's Survival Guide to Cyber Security and Privacy is simple to develop you can read
it in the park your car, in the beach, train and also soon. If you did not have got much space to bring the
particular printed book, you can buy typically the e-book. It is make you quicker to read it. You can save the
particular book in your smart phone. Thus there are a lot of benefits that you will get when you buy this
book.
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